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PORT ERROLL SCHOOL
Confidentiality Policy
Aim
At Port Erroll School we are committed to protecting the privacy and data of all our service users – children, parents/carers, families, and our staff.  This policy is to ensure that everyone is clear about the issues surrounding confidentiality and what the procedures are in respect of this matter. 

National Policy/Guidance: 

Our policy is underpinned by the following guidance -

Education Scotland, 2016, “How good is our early learning and childcare?”  

https://education.gov.scot/improvement/documents/frameworks_selfevaluation/frwk1_niheditself-evaluationhgielc/hgioelc020316revised.pdf 

Scottish Government, 2012, "Getting it right for children and families: A guide to Getting it right for every child" 

www.scotland.gov.uk/gettingitright 

Scottish Government, 2020, "Realising the Ambition: Being Me. National practice guidance for early years in Scotland”

https://education.gov.scot/media/3bjpr3wa/realisingtheambition.pdf 

Information Commissioners Office, 2018, “Guide to the General Data Protection Regulation (GDPR)”

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/711097/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf 

Children and Young Person (Scotland) Act 2014 https://www.legislation.gov.uk/asp/2014/8/contents/enacted 

Aberdeenshire Policy/ Guidance: 

Aberdeenshire Councils Social Media Policy can be accessed via this link - https://arcadialite.aberdeenshire.gov.uk/category/policies/
Health and Social Care Standards that apply to this policy are -
4.3 - I experience care and support where all people are respected and valued.

4.4 - I receive an apology if things go wrong with my care and support or my human rights are not respected, and the organisation takes responsibility for its actions.

4.11 - I experience high quality care and support based on relevant evidence, guidance and best practice.

4.18 - I benefit from different organisations working together and sharing information about me promptly where appropriate, and I understand how my privacy and confidentiality are respected. 

https://www.gov.scot/publications/health-social-care-standards-support-life/
The United Nations Convention on the Rights of the Child (UNCRC 1989) states under Article 16 that children have the right to privacy.  
The convention states;

“1. No child shall be subjected to arbitrary or unlawful interference with his or her privacy, family, home or correspondence, nor to unlawful attacks on his or her honour and reputation.

2. The child has the right to the protection of the law against such interference or attacks.”

https://www.unicef.org.uk/what-we-do/un-convention-child-rights/
How Good Is Our School
QI 1.4 - Leadership of management of staff
In the course of their work staff will have access to information that is confidential.

This will include:

· Medical details

· Marital status

· Parents’ employment situation

· Court orders – concerning children’s residence or contact with family members, including looked after children.
· Child protection – where there is cause for concern, staff can pass on relevant information following the set procedures without parental knowledge. This is the only exception to the policy of open information to the parent.

· Religion

· Addresses and phone numbers

· Child development records – shared with parents, staff and relevant professionals and schools at appropriate times

It is essential that information be kept within these boundaries. It is therefore expected that staff (including students) – 

· Do not discuss children/parents/carers outside the setting

· Do not discuss other people’s children with a parent/carer

· Do not discuss children/parents/carers in the setting/school where they may be overheard

· Only discuss confidential information with outside agencies with permission of the Head Teacher
Staff must complete the GDPR training course on ALDO.
Parents/carers are issued Aberdeenshire Council’s privacy notice. Parents/carers are made aware that records are kept on their child and that information may be shared with staff where necessary. Parents/carers have access to their child’s records.
Files are kept in a locked cabinet in the school office. They will only be accessed by staff who are bound by the confidentiality policy.
Service users will be made aware that records are kept on their child and that information may be shared with staff where necessary on a need-to-know basis.
Personal information relating to health matters will be kept available and accessible to those who need it in the school office. No personal information will be kept in open access documents (e.g. diaries)

Any volunteers who attend the School must read this policy and sign an agreement form to state that they agree to abide by these procedures. 

All staff records are kept confidential. Staff may see their own records at any time.

Social Media 

Port Erroll School has its own Facebook page. This page is private and only available to parents and carers. Staff will only upload photos of children to the page if parents/carers have given consent for their child/ren’s photos to be used for social media. Parents/carers are asked not to use social media as a place to air complaints and to use the Complaints Policy procedure to do so. Parents/carers are also asked not to make negative comments about the school or staff on their own social media.

Staff at Port Erroll School may also have their own social media profiles, and these should be set at private. Please do not request staff to become a “friend” on these sites as staff are not allowed to accept these requests whilst their child attends the School. Any requests must be because you are a friend or relative only if your child is attending our setting. Please do not private message staff directly either. Staff must always follow Aberdeenshire Councils Social Media Policy (see link above for information). 

Training

All staff must complete core training as part of their induction process. All employees of Aberdeenshire Council must complete General Data Protection Regulation (GDPR) Awareness Course via ALDO. This course must be completed by every employee every two years. 

https://aldo.aberdeenshire.gov.uk/course/view.php?id=937 

The Head Teacher keeps a note of all staffs core training and if additional training is required on sharing information and Data Protection then this will be highlighted at 1-1 support and supervision sessions and/or at staffs PPP meetings. 

Other training on Aldo staff can access are –

· GIRFEC: Information Sharing
· Introduction to digital skills – how to be safe and legal

This policy will be reviewed yearly or in response to a complaint or any changes in national or local policy or guidance. 
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